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ACLU: The American Civil Librties
Union

AOL: America Online

AT&T: American Telephone and
Telegraph Company

ATM : Automated Teller Machines
(Guichet automatique bancaire)

B2B: Business-to-Business

B2C :Business-to-Consumer

B2G: Government to Business

C2C :Consumer-to-Consumer

CD: Compact Disc

CDA: Communication decency Act of
1996

CERN : Organisation européenne
pour la recherche nucléaire

CFAA: Computed Fraud and Abuse
Act

CIA :Central Intelligence Agency
CISCO: Commercial & Industrial
Security Corporation

CJPOA: Criminal Justice and Public
Order Act

CNIL : La commission nationale de
I'informatique et des libertés

COPA.: Child On Line Protection Act
EPIC.: Electronic Privacy Information
Center

FBI : Federal Bureau of Investigation.
FSB : Service fédéral de sécurité de la
Fédération de Russie.

gTLD : Generic Top Level Domain
UNCITRAL: United Nations

Commission On International Trade

Law

ICAnn : Internet Corporation for
Assigned names and numbers

ISO: International Organization for
Standardization.

IT: Information Technology

ITU: International Telecommunication
Union

LAN : Local Area’ Network

LSB : Least Significant Bit

MAN: Metropolitan Area Network
MPEG: Motion Picture Experts
Groupe

MSCC : Model State Computer
Cyercrimes Code

NBC : National Broadcasting
Company

OCDE :Organisation de Coopération
et de Développent Economique
OMPI )WIPO( Organisation
mondiale de la propriété intellectuelle
OPA.: Obscence Publication Act
PAN: Personal Area Network

SIA : Société d'Informatique Appliquée
TCP/ IP :Transmission Control
Protocol/ Internet Protocol)

TRIPS : Agreement on Trade Related
Aspects of Intellectual Property Rights
VCR: Video Cassette Recorder
WAN: Wide Area Network

WTO: Organisation mondiale du
commerce

WWW :World Wide Web
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(1) — UNCITRAL: Recognizing and Preventing Commercial Fraud, Indicators of Commercial Fraud.
2013.

(2) — http://www justice.gov/criminal-fraud/identity-theft/identity-theft-and identity-fraud

$hy  slayl J.\o‘}:l\ ol plisal cow 8 Lgpading did) Oladsdl (580 adlonl Agtunall 15 paall dal> s — (3)
strategicvisions.ecssr.com/ECSSR/...02/rua_page_008.pdf sy P Cm Ju. 2013 el

(4) — http://www.actionfraud.police.uk/fraud_protection/identity_fraud 20175483 & s bl
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Dear member,

Due to recent activity, including possible unauthorized access in to your account, we will
suspend any activity on your account in order to allow us to investigate this matter
further. If you believe that this action may have been taken in error, or, if you feel that your
account may have been tampered with, please respond to this message so that we can
provide additional information and work with you to resolve this issue

1. Click on the link below. If nething happens when you click on the link, copy and paste
the link into the address bar of yourweb browser

http://secure yahoo com/45439945004554-343-34-CsSersmmd-ConfirmYou+3URL/

The link will take you to our Verify Your Identity page

2. On the Verify Your Identity page, answer ALL the questions, and click Submit. You will
then be able to access your account

If you received this notice and you are not the authorized account holder, please be
aware that it is'in violation of Yahoo policy to represent oneself as another Yahoo user
Such action may also be in violation of local, national, and/or international law. Yahoo is
committed to assist law enforcement with any inquires related to attempts to
misappropriate personal information with the intent to commit fraud or theft. Information
will be provided at the request of law enforcement agencies to ensure that perpetrators
are prosecutedito the fullest extent of the law.

Thank you forusing Yahoo!
The Yahoo Team
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Abstract

This study presents an extensive search on cybercrimes, and a foundation for them in
Islamic doctrine, viewed from criminal legislation, and in light of what is mentioned in the
Budapest Convention about Cybercrime. The researcher worked on understanding the
phenomenon in its most important aspects, and tried to describe it as it is in reality, treating each
crime separately, and researching it in its technical and legislative aspects, by uncovering its forms
and methods of perpetration, and with looking to the position of internal legislation on it, in order

to find appropriate projections for it in Islamic doctrine.

The study contains three chapters. The first chapter deals with the historical development
of information crime, its concept and classifications, in addition to digital data and computer
systems, as they are the cornerstone of this crime. In the first chapter, She also talks about the
sources of incrimination in both Islamic doctrine and law. The second chapter deals with the first
category of cyber- crimes, which are crimes committed against the confidentiality, integrity and
availability of data and computer systems. The third chapter deals with the second category of
cybercrime.

They are the crimes that are committed through the computer systems. She treated each crime
separately by explaining its concept, its most prominent forms and technical methods, and how

both criminal legislation and Islamic doctrine have dealt with it.

A holistic deductive approach was be adopted in the foundation process. This approach is
based on employing the theory of finalities and macro-rules of Sharia in the process of El-1djtihad
and extracting descriptions-of actions and criminalizing them, to achieve legitimate interests. It is
an applicable approach in all places and times, and in various emerging issues. Unlike the partial
Idjtihad by analogy, which s insufficient in many contemporary issues, of which cybercrimes are

considered one of them.

Key words

Figh of Contempopary Issues, Purposes of Sharia, Legitimate Interest, Overall Idjtihad,

Criminal legislation, Islamic doctrine, Budapest Convention, Cybercrimes, Computer crimes.



Abstrait

Cette étude présente une recherche approfondie sur la cybercriminalité, et un fondement
pour eux dans la doctrine islamique, vue a partir de la législation pénale, et a la lumiere de ce qui
est mentionné dans la Convention de Budapest sur la cybercriminalité. Le chercheur a travaillé
sur la compréhension du phénomene dans ses aspects les plus importants, et a essay¢ de le décrire
tel qu'il est en réalité, en traitant chaque crime séparément et en le recherchant dans ses aspects
techniques et législatifs, en découvrant ses formes et ses méthodes de perpétration, et comment
elle est traitée en droit pénal, afin de trouver des projections appropriées dans la doctrine
islamique.

L'étude comprend trois chapitres. Le premier chapitre traite I'évolution historique de la
criminalité informatique, le concept et ses classifications, en plus les données numériques et les
systémes informatiques, en tant qu'ils sont la pierre angulaire de ce crime. Dans le premier
chapitre, il parle également des sources d'incrimination dans la loi et la doctrine islamiques. Le
deuxiéme chapitre traite la premiére catégorie de cyber-crimes, qui sont les crimes commis contre
la confidentialité, l'intégrité et la disponibilité des données et des systémes informatiques. Le
troisieme chapitre traite de la deuxiéme catégorie de cybercriminalité. Ce sont les crimes qui sont
commis via les systémes informatiques. il a traité chaque crime séparément en expliquant son
concept, ses formes les plus célebres et ses techniques, et comment la droit pénale et la doctrine

islamique 'ont traité.

Une approche déductive holistique a été adoptée dans le processus de fondation. Cette
approche est basée sur l'utilisation de la théorie des finalités et des macro-regles de la charia dans
le processus d'El-Idjtihad et l'extraction de descriptions d'actions et leur criminalisation, pour
atteindre des intéréts légitimes. Il s'agit d'une approche applicable en tous les lieux et en tous les
temps, et en diverses questions émergentes. Contrairement a 1'ldjtihad partiel par analogie, qui est
insuffisant dans de nombreuses questions contemporaines, dont la cybercriminalité est considérée

comme |'une d'entre elles.

Mots clés

Figh des questions contemporaines, finalités de Charia, Intérét légitime, Idjtihad global,

droit pénale, doctrine islamique, convention de Budapest, cybercrimes, crimes informatiques.



